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""" [ Topo
""" [% Lab_Connect < i \ v
""" [5 PenTest Process: Info Gather & Enum Information Gathering -- Public Domain and Services -

- ® [1 Pen Test Process: Exploits
1. Gather public domain information

« Google Hacking - General Info, software versions, potential vulns, etc
! Pen Test Process: Port Manipulation « WHOIS - IP address ranges (reverse lookup), DNS servers, contact information
= Netcraft —- Subdomains, server information
= Burp - server information (header inspection)
- @ [ Pen Test Process: Privilege Escalation « The Harvester - Email and Domain Harvesting - theharvester -b all -d [domain]

! Pen Test Process: Interactive Shells

« [ Pen Test Process: File Transfer

[%1 Pen Test Process: Passwords

m

[%1 Pen Test Process: Post Exploit 2. DNS Recon
- [ Pen Test Process: Metasploit = Fir!dr:hde');‘;":l?:i'n"zsnf”' a domain:
1 1n 1
« host -t ns [domain]
- 8 b Reference « dig [domain]
_____ ii. if domain is not known (only have IP addresses/range)
D Linux Cheat Sheet « scan IPs to find open port 53: for ip in S{seq 200 254); do nc -zmw 1 192.168.13.Sip 53 281
---- [ Misc Networking grep "open”; done
M padkiscristn « nmblookup -A [IP] to get the host name]
pling b. DNS forward lookup brute force (find additional domains and IP addresses)
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